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packet arrives -> check rule 1 -> match? apply (permit/deny), STOP
-> no match? rule 2 -> ...
-> no rule matched? -> IMPLICIT DENY ANY (the invisible last line)

access-list 10 deny 20.20.20.0 0.0.0.255 <- alone: blocks EVERYTHING
access-list 10 permit any <- now: blocks only 20.20.20.0/24
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wildcard = 255.255.255.255 - mask

/24 -> 0.0.0.255 /26 -> 0.0.0.63 /30 -> 0.0.0.3
host 10.1.1.5 10.1.1.5 0.0.0.0

any 0.0.0.0 255.255.255.255
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I standard: block LAN2 from reaching LAN3, keep everything else — place near the DESTINATION
R1(config)# ip access-1list standard BLOCK_LAN2

R1(config-std-nacl)# deny 192.168.2.0 0.0.0.255

R1(config-std-nacl)# permit any

R1(config)# interface go/2 <- the interface toward LAN3

R1(config-if)# ip access-group BLOCK_LAN2 out

| extended: allow DNS and DHCP, block WEB, from the VLAN1© users — near the SOURCE
R1(config)# access-1list 101 permit udp any any eq 53

R1(config)# access-list 101 permit udp any any eq 67

R1(config)# access-list 101 deny tcp any any eq 80

R1(config)# access-list 101 permit ip any any

R1(config)# interface go/0/1

R1(config-if)# ip access-group 101 in

I extended: block Telnet, allow SSH, from 10.3.3.0/24 (exam 2026 20)
R1(config)# access-list 102 deny tcp 10.3.3.0 0.0.0.255 any eq 23
R1(config)# access-list 102 permit tcp 10.3.3.0 0.0.0.255 any eq ssh
R1(config)# access-list 102 permit ip any any

R1# show access-lists <- match counters
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